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General Information

Annoyance Call Bureau

The Annoyance Call Bureau (ACB) handles annoyance call situations for AT&T customers only.  All Competitive Local Exchange Carrier (CLEC) customers are referred to their Local Service Provider (LSP) for annoyance call assistance.  In order to assist the CLEC in caring for their end user customers with annoyance call situations, the ACB will automatically generate applicable report(s) when calls and/or activity are present.  
Further information regarding these processes and report examples are located throughout the following documentation. 
Annoyance Call Bureau Contact Information

The following table provides contact information for CLECs in order to facilitate the initiation of an ACB discussion on behalf of their end user.  The Annoyance Call Bureau (ACB) can be reached Monday through Friday, 8:00 A.M. to 5:00 P.M. PST. 
	Region
	State (s)
	Office #
	Fax #



	East
	CT
	888-771-2135
	707-427-7761

	Midwest
	IL, IN, MI, OH, WI
	800-769-4099
	707-427-7761

	Southwest
	AR, KS, MO, OK, TX
	800-281-4088
	707-427-7761

	West
	CA
	800-698-7223
	707-427-7761

	West
	NV
	888-771-2135
	707-427-7761

	Southeast
	AL, FL, GA, KY, LA, MS, NC, SC, TN
	800-348-8727
	707-427-7761

	Annoyance Call Bureau

2600 Camino Ramon, 3W850

San Ramon, CA  94583


Categories of Annoyance Calls

Abusive Calls

· Include calls that are harassing, obscene and/or threatening

· Include calls that are assumed to be intentional in nature

Misdirected Calls

· Include misdialed calls or calls for a former subscriber

· Include electronically generated calls (e.g. misdirected fax, computer, silent, beeping calls) 
· Include calls that are assumed to be unintentional

Telemarketing Calls

CLEC end users can prevent unwanted telemarketing calls by:

· Calling the National Do Not Call Registry at 1-888-382-1222 (TTY 1-866-290-4236).
· Subscribing online at www.donotcall.gov
Note:  This service is free and available to all residential and mobile phone customers.  Upon subscribing to the National Do Not Call Registry, telemarketers covered by the National Do Not Call Registry have up to thirty-one (31) days to get the phone number(s) and remove it from their call lists.   The registered phone number(s) will remain on the registry for five (5) years unless the subscriber decides to take it off the registry or the phone number(s) is disconnected.
Calls Not Handled by the Annoyance Call Bureau

The following types of calls are not handled by the Annoyance Call Bureau:

SYMBOL 183 \f "Symbol" \s 11 \h
Missing persons, runaways, serious crimes, or calls normally handled by law enforcement agencies  
SYMBOL 183 \f "Symbol" \s 11 \h
Automatic Dialer/Announcing Device (ADAD) 
SYMBOL 183 \f "Symbol" \s 11 \h
Misdirected, commercial solicitation, or debt collection calls unless viewed by the local law enforcement agency as a violation
Successful Annoyance Call Case

An annoyance call case is considered successful when:

SYMBOL 183 \f "Symbol" \s 11 \h
Two (2) or more ‘suspect’ calls have been identified from:

· The same telephone number, or
· Two (2) different telephone numbers from the same premise

Note:  An exception exists in cases involving bomb threats for which information will be released to the CLEC to be forwarded to the local law enforcement agency upon the identification of one ‘suspect’ call.

Important:  Regardless of the call type or call identification process, no one shall be authorized to provide the calling number or the name of the calling party to the end user.

Call Trace 

The Call Trace feature uses the capability of the SS7 signaling network to store calling party information under certain conditions for annoyance calls.  Call Trace, where available, allows the end user to dial a code, *57, to automatically capture call information.
The following information is stored on a successful Call Trace:
· Callers originating telephone number
· Date and time of the call

· Date and time the end user initiated the Call Trace

Note:  Call Trace is not a listening or recording device.  The end user does not receive any information regarding the origination of the calls.       
Refer to the Call Trace documentation in Products & Services >> Resale >> Central Office Features, or Products & Services >> UNE for further product information and to the Basic Annoyance Call Handling Process, below, for information on establishing a case after a successful Call Trace.
Manual Call Trap 

Manual Call Traps utilize software in a switch that allows the location (i.e. different switch or telephone number) of an incoming call to be identified under certain conditions.  Traps are established on lines for fifteen (15) days for all call types with the exception of bomb threats, which are established for a thirty (30) day period.
The following are the types of Manual Call Traps:

· Terminating Trap:  A trap placed in the Central Office switch of the person receiving annoyance calls in order to collect data on the source of the calls.
· Originating Trap:  A trap placed in the Central Office switch of the originating call to identify any telephone number from that office that calls the designated number for the Terminating Trap, defined above. 
Note:  A trap is not a listening or recording device.  The end user does not receive any information regarding the origination of the calls.
Refer to the Basic Annoyance Call Handling Process, below, for information on how to establish a Manual Call Trap.

Basic Annoyance Call Handling Process
It is the CLEC’s responsibility to discuss and handle annoyance call situations with their end user customer from the time the issue is identified, until the case is resolved. Topics may include, but are not limited to, the following, each of which is discussed in detail below:

· Discussions with end user customer

· Date and Time Log

· Abusive Calls

· Misdirected Calls

· Call Trace – Customer Originated Trace (COT)
· Manual Call Trap
· Deterrent Letters
· Referrals to Law Enforcement

· End user call backs
Discussion with End User Customer
As the CLEC discusses the annoyance call situation with their end user customer, they should encourage them to utilize appropriate services, where available, such as Call Trace and Caller ID, to handle their particular situation.  
Discussions may include, but are not limited to, the following:

· Time period when the calls began
· Call frequency

· Calling party identification

· Call type: silent, beeping, noises, talking, heavy breathing, threatening, etc.
Date and Time Log

For all annoyance call situations, the end user customer should be advised to keep a “Date / Time Log” of the unwanted annoyance calls until such time as the situation has been resolved.  The CLEC will advise their end user how and when this information should be provided to the CLEC.  The CLEC will need to retain this information to use in conjunction with the data provided in various reports received from AT&T to assist in identification of the suspect calls. 

Abusive Calls (Obscene, Harassing or Threatening) – Law Enforcement Involvement
When a CLEC’s end user experiences abusive calls, the CLEC should inform their end user that the end user must file a formal complaint with their local Police Department and obtain the following information:

· Agency’s name

· Officer’s name

· Contact number

· Fax number

· Case or report number
Once the end user has notified the CLEC of the above information, the CLEC must contact the ACB with the above information in order to initiate and open a case.  Refer to the Call Trace or Manual Call Trap process below.
The ACB will open a case file and either obtain the successful Call Trace data or establish a Manual Call Trap.  The CLEC will advise their customer to keep a “Date/Time Log” and to contact the CLEC with the dates and times of all annoyance calls.  The CLEC will retain this information to use with the data received from AT&T in either the CLEC Call Trace Report or the Annoyance Call Bureau Trap/Trace Report.  
Misdirected Calls (Fax, Computer, Silent, Beeping) – No Law Enforcement Involvement
The CLEC should inform their customers that misdirected calls from a fax or a computer (e.g. silent or beeping) normally stop within a 24 hour period or as soon as the caller discovers the data or messages are not being received.  If the calls persist after 24-48 hours, the CLEC end user should contact their CLEC for further assistance.

In the event these misdirected calls continue, the CLEC may assist their end user by sending a letter to the fax telephone number the customer has identified advising of the mistaken fax transmission and requesting the receiving customer’s number be removed from their distribution list.  This generally stops the unwanted facsimiles.   If that does not halt the fax transmission, then a call may be placed to the Billing Telephone Number (BTN) of the facsimile number that is generating the annoyance fax. 

If for an AT&T end user, the originator of the annoying fax transmission is found to be a CLEC’s end user, the CLEC will be notified via the CLEC Call Trace Report.  It is the CLEC's responsibility to communicate with their end user suspected of originating the annoying fax calls.  

In this situation, the ACB will also mail an informative letter to the AT&T end user receiving the annoying calls.  This letter informs the AT&T end user that a misdirected fax contact has been made with, or requested by, the CLEC of the subscriber originating the calls.  
Call Trace – Customer Originated Trace (COT) Process
When the Call Trace, *57, feature successfully identifies a calling number, a recording instructs the customer how to establish and open an annoyance call case.  No action is taken on Call Trace activations unless an open case is established.

Requests to open a case based on a successful Call Trace activation should be communicated to AT&T by the CLEC via a telephone call at which time the CLEC must provide AT&T with the following information:  

· Local law enforcement agency, contact name and number

· Case/Offense number

· CLEC contact name and number

· CLEC fax number
Once a case is established, the CLEC’s end user’s telephone number(s) and other pertinent information will be included in the daily CLEC Call Trace Report. It is the CLEC’s responsibility to evaluate the report and communicate all pertinent information to their end user.  Any further action, such as identifying the originator of the annoying calls or making a referral to the local law enforcement agency, will be the responsibility of the CLEC.  

If a CLEC’s end user inadvertently calls into or is transferred to the ACB, the ACB Associate will refer the end user to his/her CLEC for assistance.  It is the responsibility of the CLEC to resolve their end user’s cases.

Manual Call Trap Process
AT&T encourages its end users to utilize the Call Trace, *57, feature or other appropriate services where available.  However, in some situations in order to resolve the case, it is necessary to place a manual call trap on the customer’s line to open a case.  
Requests for a manual trap to open a case should be communicated to AT&T by the CLEC via a telephone call at which time the CLEC will need to provide AT&T with the following information:

· Local law enforcement agency, contact name and number

· Case/Offense number

· CLEC contact name and number

· CLEC fax number

A manual trap will then be established and the call data will be provided to the CLEC on a daily basis via the Annoyance Call Bureau Trap/Trace Report.  It will be the CLEC’s responsibility to evaluate the report and communicate with their end user.  Any further action, such as identifying the originator of the annoying calls or making a referral to the local law enforcement, will be the responsibility of the CLEC.  It is the responsibility of the CLEC to handle resolution of their end users cases.

If a CLEC’s end user inadvertently calls into or is transferred to the ACB, the ACB Associate will refer the end user to his/her CLEC for assistance.  It is the responsibility of the CLEC to resolve their end user’s cases.

Deterrent Letter Process
Deterrent letters are communication to customers that the Billing Telephone Number (BTN) has been found to be the originator of the annoying calls.  These letters are of varying degrees of severity and will only be sent by AT&T to AT&T’s end users.

If the originator of the calls is found to be a CLEC’s end user, whether the recipient of such calls is also the same CLEC’s customer or end user of another provider, the originator’s CLEC will be notified via the CLEC Call Trace Report.  It is the CLEC’s responsibility to communicate with the end user suspected of originating annoying calls or for handling deterrent contacts with their own end users.

When a deterrent letter is sent by AT&T to an AT&T retail customer, or when a request for a deterrent contact is made to a CLEC on behalf of an AT&T end user, the ACB Specialist will mail an informative letter to the AT&T end user receiving the annoying calls.  The informative letter notifies the AT&T end user that a deterrent contact has been made with, or requested by, the CLEC of the subscriber originating the calls.  If the party receiving the annoyance calls is a CLEC’s end user, this notification will be sent by AT&T to the CLEC rather than to the end user via the CLEC Call Trace Report.  It is the CLEC’s responsibility to communicate with their end user.

Referral to Law Enforcement
The end user may wish to prosecute the call-originating party.  In order to initiate a prosecution, a law enforcement offense number is required before a referral can be made to the appropriate law enforcement agency.  The end user should call their local law enforcement agency to file a complaint and obtain the offense number.  The CLEC must contact AT&T and request the referral be made to the law enforcement agency of their end user and the CLEC must provide the offense number to the ACB.

In these instances:

· AT&T will fax the Law Enforcement Referral-AT&T Customer Suspect Report to the end user’s local Police Department.  When the party originating the annoyance calls is an AT&T retail customer, the billing and listed name of that end user will be provided to the appropriate law enforcement agency only.

· When the originator is a CLEC’s customer, only the billing name/address of the CLEC and the originator’s call detail information will be provided to the police on the Law Enforcement Referral-CLEC Customer Suspect Report.  The law enforcement agency must then contact the CLEC to obtain the listed name/address of the originator of the calls.

When a law enforcement referral is requested, and a CLEC’s end user is involved either as a recipient or suspected originator of annoying calls, the CLEC must coordinate the referral with AT&T and the CLEC will receive verification that the referral has been made via the CLEC Call Trace Report.  In cases where a CLEC’s end user is referred to the law enforcement agency, AT&T will notify the CLEC providing service to the calling party, or the suspect, identified via the Law Enforcement Referral-CLEC Customer Suspect Report.
End User Call Backs

In some cases, the CLEC’s end user may leave a call back request on the AT&T voice response system in error.  In those instances, the CLEC’s end user’s contact number and the date the end user made the request will appear on the daily faxed CLEC Call Trace Report. 
Reports

As noted throughout this document, various reports are referenced to assist the CLEC in caring for their end user customers.  These reports will be automatically generated via fax when applicable (i.e. when calls, activity, or requests are present).  Distribution will typically be completed daily, Monday through Friday (with the Monday report including the weekend data).  It is the CLEC’s responsibility to utilize the information to assist their end user customer in resolving their annoyance call issue.
The following table provides a list of the sample reports including the Report Name and Description.  These sample reports are located in Forms & Exhibits>>Administrative Forms (Common All Regions)>>Annoyance Call Handling Reports & Exhibits section of the CLEC Online Handbook. 

	Report Name
	Description



	CLEC Call Trace Report
	A six section report containing Notifications or Requests involving a CLEC’s end user customer.  This may include: opened cases, customer call backs, reported dates/times, deterrent contact requests, identified call trace requests, law enforcement reports sent by, or referrals made to, a law enforcement agency.



	Annoyance Call Bureau Trap/Trace Report
	This report is generated for those CLEC’s end user customers with an active, open case and provides the actual call details for a specific case.



	Law Enforcement Referral-CLEC Customer Suspect
	This report is generated to the appropriate local law enforcement agency when a CLEC’s end user is a suspect in an open case.



	Law Enforcement Referral- AT&T Customer Suspect
	This report is generated to the appropriate local law enforcement agency when an AT&T end user is a suspect in an open case.



	Security Call Trace Report
	This report is generated when AT&T receives a Court Order to trap calls on a CLEC’s end user’s account.  The report detail may vary depending on the specifics of the Court Order.


	Subpoena Notification Report
	This report is generated when AT&T receives a Subpoena for a CLEC’s end user’s account.




Note:  The end user does not receive any information regarding the origination of calls.  AT&T accepts no liability for calling party information released to the CLEC on behalf of their end user.

AT&T Court Order Bureau

When AT&T receives a court order to trap either incoming or outgoing calls on a CLEC’s end user’s account, the law enforcement agency serving the order will be informed that the customer's service is provided by a carrier other than AT&T.  

The CLEC billing information for the account will be provided to the law enforcement agency.  If the law enforcement agency wishes to verify the listed name/address of the end user, or target, it will be necessary for that agency to contact the CLEC. 

Some court orders authorize release of subscriber information for the numbers identified.  When the calling number identified is a CLEC’s end user, only the billing information (i.e. the CLEC billing information) will be provided to law enforcement.  The end user's listed name/address will not be included on the Security Call Trace Report. 
When AT&T receives a court order requesting that a pen register, trap-and-trace or other form of intercept device be attached to AT&T facilities, including resold lines, AT&T will comply with the court order.  Where AT&T is made subject to a non-disclosure order, AT&T is not permitted to notify the CLEC or the CLEC's customer of the request.       

AT&T Court Order Bureau Contact Information

	Region
	State (s)
	Office #
	Fax #



	All
	AR, CA, CT, IL, IN, KS, MI, MO, NV, OH, OK, TX, WI, AL, FL, GA, KY, LA, MS, NC, SC, TN
	800-813-6442
	800-294-9805

	AT&T Court Order Bureau

500 E 8th Street, Room 1302

Kansas City, MO  64106


AT&T Subpoena Center

When AT&T receives a subpoena which does not contain a non-disclosure statement, the responsible billing party for the account will be notified.  When a subpoena for a CLEC account is received, the CLEC, as the responsible billing party, will be notified by AT&T via the Subpoena Notification Report.  It is the CLEC's responsibility to notify their end user.      

When AT&T is served with a subpoena requesting current subscriber information, only the CLEC billing information (i.e. the CLEC’s name and address) will be provided to the requesting law enforcement agency.  The customer’s listed name/address will not be included on the report.  

When AT&T is served with a subpoena requesting billing records (e.g. Toll charges), any bills that are available will be provided to the requesting party.  These billing records may or may not contain the end user's billing records.  The law enforcement agency will be directed to the CLEC to obtain additional records. 
AT&T Subpoena Center Contact Information

	Region
	State (s)
	Office #
	Fax #



	East
	CT
	800-291-4962
	248-552-1764

	Midwest
	IL, IN, MI, OH, WI
	800-291-4962
	248-552-3201

	Southwest
	AR, KS, MO, OK, TX
	800-291-4962
	248-552-1764

	West
	CA, NV
	800-291-4952
	248-552-1793

	Southeast
	AL, FL, GA, KY, LA, MS, NC, SC, TN
	800-291-4952
	248-395-4398

	AT&T Subpoena Center

One AT&T Plaza, Flr. 10

Dallas, TX  75202
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